
Internet
Router/Firewall/Switch

(Router with 4 port switch)

Configure Port Forwarding 
to DVR’s IP address

Ports = 6100     
Protocol = TCP    
Address = 192.169.1.20

If you have more than one
DVR, set client ports to

DVR1 port = 6101 
DVR2 port = 6102

... 

Switch

Necessary if you
are using more

than 4 IP devices.

Cable or DSL
Modem

If this devise is a 
Modem/Router/Switch

either set to Bridge-Mode,
forward ports to Router

or use this as the Router.

DVR1
IP: 192.168.1.20

Mask: 255.255.255.0

ISP Router

Desktop PC1
IP: 192.168.1.100

Mask: 255.255.255.0

Configure RemoteAgent Software 
IP to the IP Address of the DVR.

ISP provides:
WAN Gateway
Primary DNS
Secondary DNS

ISP Provides: 
Static or Dynamic Public 

WAN IP addresses 
See router Internet 

address or 
www.myipaddress.com

You create your  private
LAN IP addresses.
This is your LAN Gateway
IP: 192.168.1.1
Mask: 255.255.255.0

Each DVR and PC 
will have it's own 
LAN IP address

FYI:
Private LAN IP Addressing Scheme

Description IP address range Subnet Mask
Class A 10.   0.   0.  0 – 10.255.255.255 255.    0.    0.   0
Class B 172. 16.   0.  0 – 172.  31.255.255 255.255.    0.   0
Class C 192.168.  0.  0 – 192.168.255.255 255.255.255.   0

Special trouble shooting Address schemes
Class A 127.   0.   0.  0 – 127.255.255.255 No Network connection
Class B 169.254.  0.  0 – 169.254.255.255 No DHCP/Router

Preferred Network Setup:
Class C Address Assignments

192.168.1.1 to 192.168.1.9 : Routers and smart switches 
192.168.1.10 to 192.168.1.19 : File & email Servers and NAS devices 
192.168.1.20 to 192.168.1.29 : DVR’s and NVR’s 
192.168.1.30 to 192.168.1.39 : Printers, Fax machines, Copiers, scanners
192.168.1.40 to 192.168.1.99 : IP Cameras 
192.168.1.100 to 192.168.1.254 : DHCP assigned for Computers and temporary devices

Basic DVR Network Layout

MS: 11/26/08

Remote computer
Configure RemoteAgent 
Software IP to connect to 
the Public WAN Address 

of the firewall.
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